
From anonymous user to 
Global Admin in 45min

… , or not!





• name: Rogier Dijkman

• located_in: The Netherlands

• current_job: Cloud Security Architect

• company: Rubicon Cloud Advisors

• Microsoft MVP (Security / Identity)



• Lives in Hamburg, Germany

• Cyber Security Architect @ glueckkanja AG

• Microsoft MVP (Security / Azure)

• Organizer of "Purple Elbe Security User 
Group"



Agenda

• Meet "Blue Mountain Travel Ltd."

• Live Hacking and Defending

• The end!?



Blue Mountain Travel

• UK-based travel agency undergoing digital transformation.

• Recently migrated their HR onboarding portal to Azure, using:
• Azure App Service for the HR portal

• Azure Files for onboarding document storage

• Azure SQL for HR database

• User Assigned Managed Identity (UAMI) for CI/CD automation

• GitHub Actions for deployment pipelines



Blue Mountain Travel



Protection

• Microsoft Defender XDR + Defender for Cloud

• Microsoft Sentinel

• Additional log sources:
• Azure Activity

• Entra ID Sign-in logs

• Storage Activity Logs

• User and behaviour analytics
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The attack chain
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Detection

• Defender for Cloud - $10/Storage account/month



Detection

• Custom Detections requires Storage Diagnostic Logs



Detection



Detection



Demo



Prevention

• Use Azure Policies to prevent public exposure of storage 
accounts



Security recommendations



Secret scanning (not so much)
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VSApp Secret

Choose your path



VS

Phase #3 + #4



The attack chain
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AppRoleAssignment.ReadWrite.All

Permission Justification Given Actual Need Real Risk

User.ReadWrite.All
"Create new employee 

accounts"
Legitimate Medium

Group.ReadWrite.All
"Add employees to department 

groups"
Legitimate Medium

Application.Read.All
"Read app info to validate 

assignments"
Sounds safe Low

AppRoleAssignment.ReadWri

te.All

"Assign new employees to 

Salesforce, ServiceNow, etc."

Sounds 

legitimate
CRITICAL



Detection

• Identity Protection for Workload Identities

• Custom detections
• Based on location changes

• Monitor for behavior changes

• Monitor Microsoft Graph activity for discovery pattern

• Alert when unknown Federated Identity Providers are used



Detection

• Custom Detection requires Subscription Diagnostic Logs (free)



Detection



Detection



Detection



Detection



Prevention

• Use Conditional Access for workload identities

• Limit to known IP ranges if possible

• Do not use secrets but certificates or federated identities



Prevention

• Azure Policy: Limit Federated Credentials to allowed issuers



Prevention

• Azure Policy: Limit Federated Credentials to trusted repository 
owners



Prevention



VS
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The attack chain
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Detection

• Custom detections
• Assignment of high privileged roles to non-human identities

• Assignment of high privileged roles outside of PIM

• Assignment of high privileged roles to non control plane admin

• Microsoft email



Detection
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Detection



Detection



Unified XDR = Unified Incident



Tools

• Blackcat
• https://github.com/azurekid/blackcat

• maester
• https://maester.dev/

• Fully automated and free best practice analysis

• 100s of tests from the community for the everybody

• Detections
• https://github.com/f-

bader/AzSentinelQueries/tree/master/AnalyticsRules



Thank you

Please give feedback
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