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Intro – Fabian Bader

• Lives in Hamburg, Germany
• Cyber Security Architect @ glueckkanja AG
• Microsoft MVP (Security / Azure)
• Organizer of "Purple Elbe Security User Group"
• Author of

• maester
• TokenTacticsV2
• entrascopes.com
• SentinelARConverter Socials 

Blog/talks: cloudbrothers.info
Twitter/X: @fabian_bader
BlueSky: @fabian.bader.cloud



Agenda

• Why we can't have nice things - ClickOps in 2026

• Solving the mystery - API Proxy

• Bring it all together - The solution



Why we can't have nice things
ClickOps in 2026







Detection as Code



Detection as Code



Detection as Code



Solving the mystery
The API Proxy unraveled



Demo



API Authentication

• Sccauth Cookie
• x-xsrf-token Cookie and API
• X-Tid for multi-tenant support



Demo



Bring it all together
The solution - XDRInternals



XDRInternals



XDRInternals

• Open Source PowerShell Module
• MIT License

• Initially built by 
• Nathan McNulty 
• Fabian Bader

• Our guidelines
• Only build what's not there
• Be nice to the API

• https://github.com/MSCloudInternals/XDRInternals



XDRInternals

• 93 cmdlets as of 04.02.2026
• Mostly GET cmdlets, all supporting caching
• ~ 20 change cmdlets e.g.

• Change Advanced Features
• Create/Update Advanced Hunting Functions
• Merge incidents
• Remove alert from incident
• New device RBAC groups

• Quality of live
• Run multi-tenant advanced hunting query
• Run XSPM Hunting queries



Demo
XDRInternals and XDRay



Download and test today
https://github.com/MSCloudInternals/XDRInternals



One last thing
TokenTactics  XDRInternals





xdrinternals.com
Up to date advanced hunting schema
Powered by XDRInternals and TokenTactics



Important notice

• MDE and XDR Advanced Hunting APIs retiring
• https://mc.merill.net/message/MC1220762

• After February 1, 2027, the MDE and XDR APIs will no longer 
function.

• Migrate as soon as possible



Thank you


	Slide 1: Automate Defender for Endpoint
	Slide 2
	Slide 3
	Slide 4: Intro – Fabian Bader
	Slide 5: Agenda
	Slide 6: Why we can't have nice things
	Slide 7
	Slide 8
	Slide 9: Detection as Code
	Slide 10: Detection as Code
	Slide 11: Detection as Code
	Slide 12: Solving the mystery
	Slide 13: Demo
	Slide 14: API Authentication
	Slide 15: Demo
	Slide 16: Bring it all together
	Slide 17
	Slide 18: XDRInternals
	Slide 19: XDRInternals
	Slide 20: Demo
	Slide 21: Download and test today
	Slide 22: One last thing
	Slide 23
	Slide 24: xdrinternals.com
	Slide 25: Important notice
	Slide 26: Thank you

